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MSKCC Data Center

44,000 sq. ft. facility located in Lyndhurst, New Jersey

700+ Windows-based servers, 170+ UNIX servers, 2 Mainframes
525 Terabyte of tiered SAN storage

Automated scheduling of 3,000+ daily jobs

Dual OC-12 ISP links and a private DWDM Ring to all major sites
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First Steps in Remote Site Management

« Co-location site vendor responsibilities:
e Environmental conditions
e Communication line provisioning
* low-speed and expensive
» Access

» Hardware vendor responsibilities:
e Storage unit monitoring
» Hardware maintenance

 MSKCC responsibilities:
» Storage replication process
e Communication availability
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Relocation to a MSKCC-owned site

e Opportunity to build our own DR site
» Assume full site responsibility
e Design/build network infrastructure

* Increased Service Level expectations
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Remote Site Infrastructure

- 3 Dry-coolers
» 3 Glycol pumps
e 4 x 22 Ton A/C units

* 1 38,000 Cubic Feet per minute
air handler

e 1150 KVA UPS system

1 Dry-Charged sprinkler system

« Liebert SiteScan
— Infrastructure management
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Environmental Monitoring

* Temperature

e Humidity
* Flood Detection
 Air Flow

e Audio Detection —
— Monitor decibel level
— Ability to listen real time
 Motion Detection —
— Via built-in Web Camera
— Email captured image
» Fire Sprinkler Monitoring
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Computer Monitoring & Control

* Remote console capabilities
— Terminal Servers for UNIX processors

— HP Integrated Lights Out product for Windows
Servers

» Treat each DR server as production
— Virus Protection
— Intrusion Detection
— Availability Monitoring
» Ability to turn power on/off remotely
* Feedback to HP/OpenView
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Physical Access

» Are there any open doors?

* Vendor Access

o« MSKCC personnel arrive unannounced
 How do you document each visit?

* Visual contact with people working alone
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3 MSKCC DRA Site Camera Surveillance - Microsoft Internet Explorer =
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Computer Room Entrance Phone: {646) 227 2330
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Comp Entrance Wed Dec 21 09:54:44 2005
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Comp Room 1
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Comp Room 1 Mon Apr17 11:22:58 2006
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Comp Room 1 Mon Apr17 11:23:24 2006




Comp Room 1 Mon Apr17 11:23:38 2006




Comp Room 2 Thuy Sep 29 16:32:02 2005
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Network Overview
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Questions?

» Please feel free to contact us If you would
like additional information.

Bruce Kenney Patrick Carragee
kenneyb@mskcc.org carragep@mskcc.org
201-635-5443 646-227-3438
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